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Republic of the Philippines

DEPARTMENT OF PUBLIC WORKS AND  HIGHWAYS
CENTRAL OFFICE

Manila

DEPARTMENT MEMORANDUM

CIRCULAR NO.
Series of 2023

FOR/ TO        :

tl  oqlev'Iap

SENIOR UNDERSECRETARY
UNDERSECRETARIES
ASSISTANT SECRETARIES
REGIONAL DIRECTORS
BUREAU DIRECTORS
SERVICE DIRECTORS
HEADS OF UPMOs
DISTRICT ENGINEERS
HEADS OF AITACHED AGENCIES
OTHERS CONCERNED
This Department

_Qq7., DPul»   I

--         ,'     .I,     ,I

RAGOWG "LIP\HAis

For information  and guidance,  attached  is a  copy of Memorandum from the Executive
Secretary Lucas P. Bersamin dated September 13, 2023, with the subject: "DIRECTING
THE   STRICT  OBSERVANCE   OF  THE   GUIDELINES   ON   THE   USE   OF   CELLULAR
pHONEs, MOBILE pHONEs AND OTHER coMMUNlcA.rloN DEvlcEs WITHIN THE
MALACAFIANG PALACE COMPLEX ",

A   copy   of  the   said   Memorandum   may   also   be   downloaded   from   the   DPWH   website:
httD://dDwhweb. If an office cannot access the DPWH website, a hard copy may be obtained
from the Records Management Division,  HRAS,  upon request.

For dissemination to all concerned.

MA=PALAFOX,CESOII
Assistant Secretary for Support Services

Encl: As stated

cc: Office of the Secretary

10.1.4 JVL/RAG/VGV

© Website: https://www.dpwh.gov.ph
Q§Tel.  No(s).: 5304-3000 / (02)  165-02
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MEMORANDUM FROM THE EXECUTIVE SECRETARY

sEpat
RE€OR~ty§t+*!j`[i3.'`I.EJV,

|\RA§

TO                                   ALL      HEADS      OF      EXECUTIVE      DEPARTMENTS      AND
AGENCIES

SUBJECT

DATE

DIRECTING      THE       STRICT      OBSERVANCE       OF      THE
GUIDELINES ON THE USE OF CELLULAR PHONES, MOBILE
PHONES  AND  OTHER  COMMUNICATION  DEVICES  WITHIN
THE MALACAf¢ANG PALACE COMPLEX

SEP  1 3  2023

To    effectively    implement    internal    control    measures    on    the    use    of
communication   devices   within   the   Malacafiang   Palace   Complex,   all   Executive
departments and  agencies are hereby enjoined to strictly observe the guidelines on
the  use  of  cellular  phones,  mobile  phones,  Iaptop  computers,  tablets,  and  other
communication devices under Standing Operating Procedure (SOP) No.14 dated 23
August 2023 of the Presidential Security Group,  a copy of which  is attached  hereto,
subject to applicable laws, rules and regulations.

All  heads of departments,  agencies,  and  instrumentalities are further directed
to cascade SOP No.14 to the respective offices attached to or under them, especially
those  whose  officials/personnel  regulary  visit  the  Malacafiang  Palace  and  Bahay
Pangulo.

For information and strict compliance.

uNDERSECP`ETARY
for  Su port  Services

2  5  Sip    2023

Efrng - DPV.!jtL--Pins.E£
ripre`EET¥E

sEP18?tl??          i

::,`:i..,.,T=-

Certified copy for:

SECRETARY MANUEL M.  BONOAN
Department of PutfrEE±ks and Highways
Manila

By authority of the President:
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HEADQUARTEF2S
PRE8!DENT!AL SECURITY GROUP

Mala#aftang Park, Matiila

23 AugLI§± 2023

STANDING OPERATING PROCEDURE
NUREBER                                              14 -2023

SUBJECT:     Guidelinees  Gn  the  use  of  Ce!!ular  PftGn§s,  mc*ini!e  PhQmss,  arsd
otfuer Communi¢fitiolt B€vi€Gs withih Ma!e€ffriang C®mp!@x.

TO:                    All coricern@d

1,   References:

a,  Commander-in-Chief Guidancs
b. Memorandum fmam defense lntellig©nG© and Security Gneup, E3ND; Subject:

Restriction on the use c!f Cellular Phones / Mc*bile Phones durir!g SND ftctivities;
a. Standard Operating Procedure {SOP) Nr 001-2020 from Office of th8 Deputy

Chief of Staff for lnte!Iigenee, J2, GHQ c!ated 18 June 2020; Suhjeet: OJ2 Guidelines
on Bring yc!ur own devi#s (BYOD); and

d.   §TL  from  Army  Adjutant  Sukejegt:   l"!izati®n   c}f  Mc!bi!e   Phc!ne§   in  the
Philippine Army Ofrieers and Units.

2.   Ge"@ral:

The Pre§identia! Security Group recognizes the ad¥@nt Cif tachnSlogy and
its para!!el importance to each and evgr¥Qrie'§ life transac{ic*ns or activity, desy-in and
day-out.  Significant  to  t'his  is  {h@  use  ¢f  Gommunicatien  devices  such  as:  esllular
phonest smart phones, laptops, fahlets, and the like that tering§ 8as@ and significant
life advancement.

However,   th&  Significant  devgiSpment  of  GQmmunication  tec:hnQlogy
also poses certain cftallenges in the field Gf security. This is highly assc>ciated to the
dynamically evQlving security environment characterized toy its hyberid charactefigtic§
that i§  roGted  in  technolcagy.  The advancement of cammunicatiSn§  fefhnQIQgy  has
revolutionized  the  way  how  things  are  E!eing  undertaken  for  whatever  purpctse§,
Moreover,  the  increased  volume,  velc!city,  and  §GphistiGatien  Qf cybgr threats  and
attacks, mQhile phQng§ and other communication devices have bgeeme a vital source
of information that can compromise security,

Relatively` the Ccmmand espouses int@mal control measure in the use
of cc!mmuniGation devices in conjunction with the ohj®ctive c!f protecting the President
against any form of thr@at<

E[REE
AFP Cc}re Values:  Hc3nor,  Ser\iiae`  Pa{ric)lism
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3-   Pttrposri:

This LO! sets forth tile guideliiies to ©xtemal stakehQlders in the utilization
and possession of ee!!ular phones,  smartphQnes,  arid Sthgr communication devices
in the Malacafiang Palace and Bahay Pangu!o.

4.   E}efmiti®n of Terms:

a.   M®keile Phone - also known as Ge!!ular phone,  c©!l  phone,  and a hand
pheng  that  can  make  and  receive  te!ephQne  cal!S  over  a  radio  link while  moving
arour}d a wide geograp!iic area.

b.   Smart   Phone  -  a   mobile   phone  with   more   adva,nf,ed   computing
capability.  It typically combines,  the features af a  mobile  phone with those  Sf other
popular consumer devices  such  as  pgrgo!1al  digital  assistant  (PDA},  m@c!ia  piayei`,
digital  camera,  or glCibal  positioning  System  {GPS)  n8vigatiGn  unit,  lt  al§Q  includes
touchscreen computer, wefe browsing, Wi-Fi, and thirdmparty appliGg!iiQn features.

c.   Tablet computer -a moSi!e computing d@viee that hag a flat, rectangular
form like that Of a magazine Qr pad cSf paper, that is usually c;c*ntrollsd By means of a
touch Screen,  arSd that i§ typically used for acees§ing the lntemet, watching videc!§,
playing games, reading @!ectronic teooks, eta.

d.   Laptop -a pQrtat3!e microcomputer having its main eempenents  (guc;h
as pmacessQr, keyboard,  and display Screen} integrated into a single unit capatsle c!f
battery-powered operation

e.   Visitors  Management  System  (VM8}-  cligit&!  gue§tlist  System  use  to
track and mQnitGr Employees,  Gue*sts and Visit¢rs gntering {ne Malacafiang  Palace
premises,

f.    GQvemment  Official-  any  officer  cSr  @mp!eyee   Sf  the  C3Qvemmental
Authorifty Gr any department, g!geney Qr instrumesnt af a gevemment,  inclLiding state~
owned gntities, c>r of a public Organization.

g`   Foreign     Bignitaries-    Visiting     dignitaries    from     foreign     Gc}untrieg
{Amfaassadors,  Diplcimat§,  Foresign Mini&ter,  F¢reign 8eGretary}.

h.   OP  Officials ~ Head Qf Gffice c}f the  President OfFic;es with the  rank Qf
Director lv and Lip.

i.    Guests -persons who have confirmed appc}iJitments and are incluc!ed
in the puBIished Guestlist:/VMS approved fey the Head Of Gffiees,

j< R©g`ular      Meeting-      meetings      he!cl      regularly      (8afein€t      MeE5ting,
CGmmunication    Canter    Core,    SectCira!    Meeting,    JGint    AFP~PNP    Ccmmand
CCinferenee} aeeording to the Schedu!e of meetings presided k!y the Presidgnt.

k.   Private  Meetings~  meetings  that  invc>!ve  the  President  and  external
parties that are not Open iii puBlic and confidential in nature.

I.    C€remcinial   Events-   pertains   tQ   form&!   gatherings   pregic!ecj   try   the
President  Such  &S  Awarding  Ceremc!ny,  Oath-taking,   Launching/Signing  c3f  MOA,
Courtesy  Call,  Official  Visit,  Prestgnfation  of Grsdential&,  Vi!i  d'  Honnguf  and  Qthgr
related activities ,

in. Private Off!ce~ the c3fficial  Off!Ge of the  President inside the  Ma!acafi&n
Palac€`

n,   Support  Staff~ performs  a  range  c*f to&Sic  c!ffice  guppQrt  activities  of a
departmerwagency identified toy the event orgafiiz@r.

a.   Resc!urce! Person~ person with expertise in a certain area who may be
ca!ied  upbn  as  necessary  to  perform  a  task  c!r  pne!videg  information  iiivitsd  by  the
Presidem on a certain event identified by the event orgaTiizer.

p.   Presenter-person who presents a form Of information, usually together
with or may hoe a resouriee person himself identified by the event organizer.

AFP Core Vatues`,  l}QnQr,  Servic;a, Patriotism
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5.   Policies:

a.   6ensral Policy

ln  the  Mal8cafiang   Palace  and   Bahay  Pangu!o  (Presidential
Residence),   the   use   Gf   mobile   phon®§,   {aptGp   a;omputers,   tablets,   and   c}ther
communication  devices shall  tee gQvemed  fey  policies that out!ins the exifnt cjf the
!imitatiorig in the utilization and pe%§es&ion Qf SuGh dgviees,

E3.   Specififi Po!iGies

1}   B8.hay Pangu!o {BP)

a)          Visitors  arg  not  permitted  io  pc}sse§s  Qr  t3ring  gGmmunicatiQn
dg;vi€@g insidt± the BP:

b)          All enmmunication devic@g sh3!l be suhjescfed for inspecticln and
c!tgposited in the Technical lnspectic!n Center (T!C};

c)          Phone calls Gr textmessaging can b€ made Outside the plaG@ ®f
engagementt :i        g::vfrusn:g:ti:ns::::geb§esl#G!:% ::qpusj::nvt:i::eTt°&e;tlaend

2}   Malacafiang Palace

3}       &':3#em#¥t!3:ddg%;'€::ct§h@::Sbtero:#Gbj::tv:g;f:r;£%?tt:Gr3; and
Gue.sis nat authorized to Bring inside the Pa!ac© must has c!gpesited in the Technical
ln§pectiQn Center (TIC} &t the gate Of entry;

c;)          Mobile  phones,  gadgets  and  Other elec.trc!nic  c!evieea  mList  be
turned off or put on Silent mode prior dE>po§it at the designated are&S as Specifieti;

d}          Deposited  items  will  be  put  in  a  cellphQng  rat;k  (SeGurity  bag
(ziplcick} sg!cured with a security gea!/t&pe} labelled with tha claim tag r"mt2gr;

e)          Claim  tag  will  t)g  given  by  the  duty  pergQnnel  tG  Visitors  and
Guests in exchange Cif ths d@pCisited items at TIGS at thg gaig Sf gntry;

i)           DepCisited  items will  foe claimed at the Same T!Cg where itwas
deposited in exchange Cif the claim tag;

g}          During   inclement  weather,   deposited   items   at  Tic:a   will   Be
clg*imed at the Palace Front DCiQr;

h)          Deposited ifem§ may ire cl&imed tCi m&k® gm€rgency p}ic!ne calls
or text messages at the TIC and at the Palace Front Boar during ir!£Igment weather
anc! must tog turngd Over tQ the duty persQnfiel upen re~entry:

i}            Taking of photos and vid@Qs i$ 8uthoriz@d afld limited on!yatthe
venue c*f the eveent; and

i)           Using of motoile phones,  gadgets and other gl©ctronic de\JiGes to
take pictures and record videQg during event proper is strictly prohikeited,

#REng#
AFP Core Values:  Hcinor, Serviae. Fjatriotism
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c.   Pro#etiwre§:

i. Priva,te Mee€ig!gs

1 ) A„ Visitors and Guests attending privafte meeting with the President are
giot allowed iQ Bring their mGBile phones, gadsets and cth®r electronic devices inside
the Palace.  Mobile phon@S,  gadgets and other giectr®njc cSevie@S must be deposited
at the Technical lnsp®cticm C©nter§ {T!€g} at the gate Gf entry;

2}  Mobile phones,  gadgets and other' g!gctrCinif d©viees of SP ®ffieia!§,
High-Rankirig Government Gffigials ar!c! Suppert Staff attending private meet,ing
with  the  President  in  any  Ha{!§/ROQms  in  the  Palace  will  tee  I©ft  Outside  of  the
rmge€i#g rSSm; ar}d

3}  C}P  Cffieia!s,  High-Rattking  ffifavemmgmt Cffi€ial§,  Support  §taffg
FSreign BignifaFieg, V!PS, gel©cted gL!©§#s aned visitofif§ attending private mgetir3g
at the  Private  Office v\Jill  dsposit their metoi!e  phones,  gadgEEts  and  other e!ectrGnic
dev!c§s &t the Office caf &pp¢intm@nt Seerefary (QAS}.

ii,    Regus!ar EN©®tigtg$

1) All  Vlsitors  and  Guests  e%eep€  OP  Qffi€§als  used  High€F¥aftkiltg
Government  Officials  find  §acp#ort Staff  gire  not  ail®weds  to  kering  their  mQBi!e
phcines, gadgets and other electronic c!@vices;

2}  Mobile  phones,  gadgets  ancl  Other e!eE:tmariic devices of Vi§§.tore  fifed
Guests must be deposited at the Teshttical !r!spe€tiGft €eutgrs {TICs} at the g@tg
Of entry;

3)  OP Offi€ia!s, High-R&nking Gc¥eFnment ®ffiSials and Suppcrt Staff
Qr their representatives attendir!g regular meetings are alSowed to bring their mGhi!e
phSnes, gadgets and otheer &l@c;troriic devices gxeept on the regular meetings that will
toe held at the Private Offis@, Items must fee ds&pfi§ited at the SAS;

4}  F¥esouree persQfts attending regular meatirig are ttof 3l!®VIed tS brins
their mobile phones, gadgets and cther electronic devices and must he deposited a{
the TIGs at the gate of eri{ry; and

5)  Event  Qrgginizers  and  their  §up#Srt  Staff§  ee¥@ring  the  regular
meeting are a!IlSw@d to tsring their mQkei!e phQneg.

iii.    C®r@moni&!  Eveltts

1)  QP  ®ffiGia!s,  High-fRamki"g  SGvgrmment OffiGia!s£  §uppctt  Staff,
Guests and  Visitors attencting  ceremonial eevents are a!!GVIed tS use the!ir mc!bil8
phones, gadgets and cither electronic d©viG£§ c!itring GeremQnial events; and

2}  ln any case that GP Offi#ial§,  ttigit-Ranking GQvemm8nt eefficia!S,
Support  Stftff,  Guests  cand  Vi§itQrs  will  be  attending  a  privste  meeting  with  the
President after ceremonial ©v©nts` policy on provision of mobile phones, gadgets and
other electronic devices fear Private Meeting §ha!I take effect`

ERERE
AFP Core Values: t}onor, Service, Patriotism
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d.   sincti¢rls

i.    Mcitoile   phones   Qf   viola{c!rs   win   tee   cc!nfiscated   hay   the   duty

pergiorlnel,  Claim  tag  will  t}e  given  in  lieu  of  the  eenfiscated  mc*to§le  phones  I,a  be
claimed at the "G,

ii.    Non~Qfos€rvance  of this  policy  Shall  b©  gc*vemed  fey  applicable
laws that shall  tog applied  depending cin  the  gravity  and  extent Gf damage  it would
cause.

8.   Respensibitities:

a,          Pre!sidential Guards Batta!iGn {PGBn}

1)          Unit primary RespSr¥site!© (UPR}  in  the implemgntatiSn of
this directive VIJithin Ma!aGafiang  Pa!aee cares:

2}          Providg inputs and recommenct&ticM13 in thB enhancement
of the processes ar!d proeedure§ relative tc} this directive; and

3}         Perform other tasks ag neeesg&ry.

b.          Pregiclential     CSmmunic;atiSns     Electror[iss,     and     Information
Systems Bn

direc;five;

cGmmunication security mechani§ms related to this dire!cti#e; anct
3)         Perform other tagk§ a§ necessary.

G,           Pres§dentig!l  lnfe!ligenG@ Gcjmpaiiy

1)          UPR   ir`  the  conduct  c*f  Tea;hnical   !ntg!!igenGe  counter-
measures; and

2}         Perform Other tasks as neeesgary,

d,         Presidential Esforts Bn

1}          Unit primary Responsib!g (UPR}  in the imp!ermenfation Gf
this directive within BP;

2}         Provide inputs and reenmmendaticirts in the grihancement
of the proeess©s and procedures relative to this directive; and

3}          P@rferm other tasks as neG®gsary.

7.   REC!Ssl®N:

All instructions, policiess, Car puto!icatiSns ineensist©nt with the provisions
of this polity are hereby rescinded.

1}          UPR   in   the   monitQring   in   the   implgmentation   Qf   this

2}          Provide  the  necessary  support  in  tfroe  implementatiQn  of

AFP C;ore Values:  Honor.  Serviae`  Pa{{+ctism
Pagg5_c}f8



AFP. tyf isig3n ZSZ8 :  th` veclitti-Class f eirvine!d FS{t3ses.  Sourc;re &{ REaltfrottaf Pride

9.   EFF`EC"VfTY:

T!ii§ directivg Shall take effect upon  public:atic}n:

BY CGMMANB ¢F BRf6ABIER GENERAL £A€ALA;

OFF'lG!AL:

MARY JA
apt
GroupAdj

Dl§TRIBUTIGN:
„A"

_F2i!SI,B!,Btl.Iien
Coordinating / Spe!c:ial Steff§
Unit CommandeEr§ {Qrganic: / OpGQn / Ta£Qn}

c!ffi!AGff A LcmAs"E jR
Colonel     GSC{!NF)     PA
Chief c!f St.aft

AFP care Values:  Hal}®r`  8ervice= Patrir3tism
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